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Agenda

• Overview of IPAWS
• How IPAWS is used today
• Changes to WEA coming
• National Advisory Council Subcommittee
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IPAWS Federal Guidance
Policy:

 Executive Order 13407 - Public Alert and Warning System
– Establishes policy of the United States to have an national warning system used by government officials at all levels of 

government to alert and warn people of all hazards

Law:
 Public Law 114-143, The IPAWS Modernization Act

– Enacts to law the policy statement and similar requirements found in Executive Order 13407

 Section 706 of 47 U.S.C. 606, The War Powers Act
– Provides for Presidential access to commercial communications during “a state of public peril or disaster or other 

national emergency”

 Public Law 93-288, The Stafford Act
– Sec. 202. Disaster warnings – directs FEMA to provide technical assistance to State and local governments to insure that 

timely and effective disaster warning is provided

Regulation:
 47 CFR Part 11 — Emergency Alert System (EAS)

– Provides for alert and warning on private sector radio and television infrastructure

 47 CFR PART 10 — Wireless Emergency Alerts (WEA)
– Provides for alert and warning to devices on wireless carrier networks



IPAWS Vision “Timely Alert And Warning To American Citizens In 
The Preservation of Life And Property”

• Facilitate single emergency alert message delivery to all 
available public dissemination channels

• Easier to use by public safety/alerting authorities

• Improves and Enhances emergency alerting capability in two 
critical ways: 
 Reliability that citizens receive alert via at least one path
 likelihood that citizens react to emergency alerts
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IPAWS Architecture

Presenter
Presentation Notes
AlertSense
On-The-Go Alerting
Comlabs EMnet
GSS Alert Studio
NC4 E Team
Federal Signal CenterPoint Dashboard
Inspiron WENS
Asher Group Hyper-Reach
Monroe DASEOC
Interop Solutions Paraclete
Geo-Comm GeoLynx
Nixle
ECN CodeRED
AtHoc IWSAlerts
Ping4Alerts!
LEAP Portal
Regroup Mass Notification
Everbridge



Emergency Alert System

• All radio/TV providers must monitor IPAWS-OPEN
• Equipment installed in all TV and Radio providers monitor 

for valid and relevant alert/warning messages
• Audio announcement and text display interrupts 

programming
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NOAA Weather Radio

• Non Weather Emergency Messages through the NOAA 
HazCollect system

• 1000 transmitters (162.400-162.550 MHz)
• Can wake up radios in the middle of the night
• Many schools have them
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NOAA is Currently Updating System/Sign-Up



www.fema.gov/how-sign-ipaws

Getting Access to IPAWS
1. Obtain an IPAWS-compatible alerting tool
2. Complete a Memorandum of Agreement

– Fill out the MOA Application (link below)
– FEMA will create an MOA for you to sign
– With a signed MOA, FEMA will set up your COG and 

send you a certificate to “digitally sign” your alert 
messages

3. Complete the “Public Alerting Application”
– Coordinate with the state and obtain signature

4. Complete IPAWS web-based training
– With a signed “Public Alerting Application” and training 

certificate, FEMA will enable your alerting permissions 
and you’re good to go



Public Alerting Authority
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Creating an IPAWS Alert
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Alert Dissemination
• EAS

– Broadcast
– Large footprint
– County-based

• WEA
– Broadcast
– Medium footprint
– Polygon based

• NOAA Weather Radio
– Broadcast
– Large footprint
– County-based

13http://wset.images.worldnow.com/images/24768116_BG1.jpg
http://www.weathernationtv.com/app/uploads/2017/02/noaa-weather-radio-300x212.jpg
https://i.ytimg.com/vi/Y3m-HdhGsQo/hqdefault.jpg



A Little More Detail...
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Agenda

• Overview of IPAWS
• How IPAWS is used today
• Changes to WEA coming
• National Advisory Council Subcommittee
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IPAWS Adoption (as of October 2, 2017)
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Alerting Authorities (as of August 3, 2017)
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Complete
833 Local
65 State-wide
16 Federal
3 Tribal
2 Territory



State and Local WEA Usage (as of October 2, 2017)
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Feb 2014:  MS bridge closure, GA freeze
Sep 2014:  TN 911 outage
Aug 2016:  CA fires, WA fires
Oct 2016:  ND protests, FL hurricane Matthew
Dec 2016:  no specific threats
Sep 2017:  FL hurricane Harvey, Irma



State and Local WEA Usage (as of October 2, 2017)
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LAE

CEM

LEW

FRW

EVI

CAE

State and Local WEA Usage

262 LAE
175 CEM
56 LEW
53 FRW
41 EVI
37 CAE
15 CDW
14 SPW
9 HMW
2 AVW
2 EQW
1 NUW



Hurricane/TS Harvey, Irma
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09/17/17 FL Florida DEM Monroe County has issued a Boil Water Notice
09/14/17 FL Florida DEM There is NOT a boil water notice for Volusia County
09/14/17 FL Florida DEM Generators Produce deadly odorless fumes Do not use indoors or in garages
09/14/17 FL Florida DEM Volusia County boil water notice. Residents are advised to boil water before consumption
09/14/17 FL Florida DEM Monroe County water boil notice. Residents are advised to boil water before consumption.
09/11/17 FL Florida DEM Coastal Citrus County, Dangerous Surge Imminent
09/11/17 FL Seminole County The curfew for Seminole County will be rescinded at 11 a.m. today, Monday September 11th
09/10/17 FL Pinellas County Strong winds are beginning to occur across Pinellas County. Take Shelter Immediately!
09/10/17 FL Florida DEM Orange Co Gov issued Mandatory Evacuation Order for Mobile Homes effective immediately.
09/10/17 FL Florida DEM Jefferson Co issued Voluntary Evacuation Order of Mbl Homes, Low Lying areas immediately
09/09/17 FL Seminole County Seminole County evacuation issued for mobile manufactured homes and low lying areas
09/09/17 FL Citrus County EXTREME HIGH STORM SURGE ANTICIPATED FOR WEST CITRUS COUNTY, EVACUATE NOW, DON'T WAIT.
09/09/17 FL Pinellas County Pinellas under evacuation level A, B, All mobile homes. Evac to be completed by dusk today
09/08/17 FL Citrus County Citrus County Mandatory Evacuation ordered. Check media outlets.
09/11/17 TX Galveston County FOR FEMA ASSISTANCE CALL 1-800-621-FEMA (3362) OR www.fema.gov/apply-assistance
08/28/17 TX Galveston County DICKINSON is under a MANDATORY EVACUATION. We may not be able to rescue anyone who stays.
08/27/17 TX Montgomery County Spring Creek will be in major flood stage in the next 24hrs if you can leave, do so now.
08/27/17 TX Galveston County First responders working on rescues, if able flag down rescue boats and personnel.
08/27/17 TX Harris County Call 911 for LIFE THREATENING emergencies ONLY. STAY PUT IF SAFE. Monitor media
08/27/17 TX Galveston County Creeks are in flood stage. If you are in a low lying area, move to higher ground.
08/27/17 TX Galveston County Montgomery County EOC Flooding event Expires August 29 seek shleter



WEA Gotchas
• Mercer Island´s boil–water 
advisory has been lifted. See 
city website for more 
information

• Mercer Island's boil-water 
advisory has been lifted. See 
city website for more 
information
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WEA Gotchas
• Mercer Island´s boil–water 
advisory has been lifted. See 
city website for more 
information

• Mercer Island's boil-water 
advisory has been lifted. See 
city website for more 
information
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WEA Gotchas
Allowed Not Allowed
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UTF-8 (hex) 0x27

UTF-8 (hex) 0x2D

UTF-8 (hex) 0xC2 0xB4

UTF-8 (hex) 0xE2 0x80 0x93



Creative Work Arounds
09/15/14 TN Tennessee EMA In an emergency in Shelby County, use 9Ol5436333 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Weakly County, use 73l3645454 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Obion County, use 73l8853316 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in McNairy County, use 73164534O6 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Madison County, use 73l4249677 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Henry County, use 73l6422424 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Henderson County, use 73l4256202 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Haywood County, use 731772l215 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Hardin County, use 73l9259O07 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Gibson, use 73l56237l4 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Hardeman County, use 73l6585l01 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Gibson, use 73l5628176 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Fayette County, use 90l4653456 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Dyer County, use 73l2854O19 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Decatur County, use 73185239l1 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Crockett County, use 73l69621O4 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Chester County, use 73l9892787 or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Carroll County, use 73l9868947or landline to call 911
09/15/14 TN Tennessee EMA In an emergency in Benton County, use 73l279428O or landline to call 911
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How EAS is Created

A CIVIL AUTHORITY HAS ISSUED A
[Event Code]

FOR THE FOLLOWING COUNTIES/AREAS:
[County Code(s)]

AT [h:mm AM/PM from Sent Time]
ON [mmm dd, yyyy from Sent Time]

EFFECTIVE UNTIL [h:mm AM/PM from Expires Time].
MESSAGE FROM [station call sign].

[text from Description]. [text from Instruction].
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How EAS is Created
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A CIVIL AUTHORITY HAS ISSUED A 
CIVIL EMEREGNCY MESSAGE FOR THE 

FOLLOWING COUNTIES/AREAS: 
Fairfax, VA; 
AT 9:32 AM 

ON OCT 5, 2017 
EFFECTIVE UNTIL 10:32 AM. 

MESSAGE FROM WXYZ. 
This text will be used for EAS 
after the “FCC Required Text”
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Background of WEA Laws and Regulations
• 2006 – WARN Act passed by Congress
• 2008 – Original WEA rules and regulations
• 2012 – WEA system operational
• 2013 – CSRIC IV review rules, recommend changes

– 3 of 31 members from emergency management discipline
– Submitted final report to FCC October 2014

• 2015 – CSRIC V recommended additional changes
– 10 of 48 members from emergency management discipline
– Submitted final report to FCC September 2016

• 2016 – New WEA rules and regulations

28



WEA Improvements
• Increase message length from 90 to 360 characters

– 2.5 years (May 2019)
• Add new alert category, “Public Safety Messages”

– 2.5 years (May 2019)
• Support URLs and phone numbers

– 30 days for text URLs and phone numbers (Nov 2016)
– 1 year for “clickable” URLs and phone numbers (Nov 2017)

• Spanish language WEA
– 2 years (Nov 2018)

• WEA test code
– 2.5 years (May 2019)

29
https://apps.fcc.gov/edocs_public/attachmatch/FCC-16-127A1.pdf



FCC Further Notice of Proposed 
Rulemaking (a.k.a. Under Consideration)
• Defining the Modes of Participation in WEA

– What do “in whole” and “in part” really mean?
• Infrastructure Functionality

– Is WEA really available everywhere there’s coverage?
• Alert Message Preservation

– Review old messages on the phone
• Earthquake Prioritization

– Alert delivery in less than 3 seconds, or your pizza is free
• Disaster Relief Messaging

– Many-to-one messaging
• Multimedia Alerting

– Cell broadcast images to phones
• Multilingual

– Beyond English and Spanish
• Matching the Geographic Area

– Reach 100% of phones in targeted area with no more than 0.1 mile overshoot
• WEA on 5G networks

30
https://apps.fcc.gov/edocs_public/attachmatch/FCC-16-127A1.pdf
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IPAWS Subcommittee Working Groups
• IPAWS leadership determined that Working Groups were the preferred approach to 

address requirements as laid out in the IPAWS Modernization Act of 2015 (Public Law 
114-143). The Working Group tasks reflect the Act’s requirements

• The key deliverables and tasks are as follows: 
• Through to April, 2019: Working Groups hold monthly / bi-weekly webinars to 

conduct research, deliberate, and provide recommendations for their assigned 
areas

• October 2018: Working Groups submit recommendations to the IPAWS 
Subcommittee for deliberation and approval 

• November 2018: The IPAWS Subcommittee submits all the Working Group 
initiatives to the National Advisory Council (NAC) for their consideration and 
approval

• November 2018-April 2019: Working Groups consider lesser priority areas while 
also addressing questions the NAC may have on your submission

32



Working Groups and their areas of focus 
• Group 1: Alert Writers and Alerting Authorities

1. Assess alert and warning protocols, standards, and terminology to provide timely and effective warnings
2. Ensure there are redundant alert mechanisms to reach the greatest number of people
3. Examine non-IPAWS subscription-based alerting systems (e.g., opt-in SMS text and email services)

• Group 2: Public Needs
1. Identify how to distribute alerts based on location, risks, personalization, and integrate symbology, while 

respecting privacy
2. Assess how alerts can be provided to visitors (domestic and international) to ensure they receive timely warnings
3. Provide effective alerts to the access and functional needs, and limited-English proficiency communities 

• Group 3: Stakeholder Engagement and Coordination
1. Examine how public education for public and private entities can improve the understanding of and responding to 

alerts
2. Promote local and regional partnerships to enhance community preparedness and response, and engage with the 

FCC
3. Provide recommendations on training, test, and exercise programs, including an IPAWS certification program

• Group 4: Future Technologies
1. Examine how future alerting technologies and the modernization of IPAWS can improve public alerts and 

warnings
2. Provide recommendations to ensure a resilient and secure public alerting system 
3. Identify how alerts can reach the largest portion of the affected population feasible in a timely manner

33
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The Evolution of Emergency Alerting

35

Presenter
Presentation Notes
Past, Present, Future
Note that subscription-based alerting should be in there circa 2000 and beyond
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Alert Aggregation

What the Aggregator does:
1. Authenticates sender

A. Web Service Security
B. Digital Signature

2. Validates CAP message
3. Verifies permissions

A. What alerts can you send
B. Where can you send them
C. How can you send them

4. Non-repudiation, message integrity
5. Gateway to EAS, WEA, NOAA WX



37

Alert Dissemination

• Emergency Alert System
• TV, Radio, Cable, Satellite
• ~20,000 connected via EAS Feed

• Wireless Emergency Alerts
• Opt-in Carriers
• 61 connected via Fed Alert Gateway

• National Weather Service
• NOAA Weather Radio/HazCollect
• 1000 WX transmitters

• Interoperating Systems
• 72 connected via Public Alert Feed

Presenter
Presentation Notes
1	911 C.A.S.P.E.R. Systems
2	Air Capital Media, LLC
3	Alcatel-Lucent
4	American National Red Cross
5	AmikaMobile
6	Asqee, SPC
7	AtHoc, Inc.
8	ATI Systems, Inc.
9	Avalution Consulting, LLC
10	Broadcast Television Group, LLC
11	Burli Software, Inc.
12	Callaway Graphic Software, LLC ( NewsChief Display System )
13	Canada MASAS
14	Carnegie Mellon University Silicon Valley
15	Caryl Technologies
16	Centre for Security Science, Government of Canada
17	City of Lakewood, Colorado
18	Communications & Power Engineering (dba CommPower), Inc.
19	Deaf Link
20	DHS Domestic Nuclear Detection Office (DNDO)
21	DHS Geospatial Management Office
22	Dotomi, a ValueClick Company
23	EZ Automation
24	Facebook
25	FEMA External Affairs (FEMA App)
26	FEMAC
27	Flagpole Inc., dba TwitZip
28	For IPAWS Use (FEMA DMSE)
29	Gary A. Ham dba grandpaham.com
30	Geo-Comm, Inc.
31	GSSNet - AlertFM
32	Icon Enterprises dba CivicPlus
33	Indji Systems
34	Interop
35	Jump2Go
36	KDEE Technology, LLC
37	MAX Smart Home, LLC
38	MIR3, Inc.
39	MyStateUSA, Inc.
40	National Public Radio (NPR)
41	Noggin IT Inc.
42	Oklahoma Interactive
43	Omnilert, LLC
44	Phillip Grigalanz
45	PIER Systems, LLC
46	Public Alerter
47	QuickSeries
48	Rapid Notify
49	Rave Wireless, Inc.
50	Robotic Paradigm Systems
51	SafeT, Inc.
52	Samsung Information Systems America, Inc.
53	Savi Technology
54	Singlewire Software
55	Skitter, Inc.
56	SOCIFI
57	Spectacular Media
58	Spectrum Solutions and Services
59	Swan Island Networks, Inc.
60	Syn-Apps LLC
61	TechRadium Inc
62	The Weather Channel Companies
63	Thunder Eagle Inc
64	University of Hawai'i - Pacific Disaster Center
65	Versitell
66	Vizrt Inc
67	Warning Aware, LLC
68	Weather Message Software, LLC
69	Weather4Me Alerts Platform (TriState Alerts)
70	WHDT World Television Service
71	Wisemen Multimedia, LLC
72	WRAL-TV, Capitol Broadcasting Company, Inc.
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